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Abstract. The A3 and A8 authentication algorithms used in GSM systems have weaknesses that enable attackers to 
break the encryption key in less than one second, breaching customer’s identity and allowing billing fraud and 
putting telecom operators in a serious legal situation
Project (3GPP) to avoid this serious GSM security weaknesses and develop an authentication guideline example 
called MILENAGE authentication algorithm
the MILENAGE algorithm, which is based on the successful Advanced Encryption Standard (AES) and a variant of 
Rijndael Algorithm, conform to these specifications. A cryptanalysis will be performed to show the a
strengths and weaknesses and hence the strength and weaknesses of 
MILENAGE enable Telecom Operators protect customer’s identity and prevent fraud? This paper will answer this 
question.        

Introduction 
In 1998, the European Telecommunications Standard Institute 
Telecommunications System (UMTS)
are needed and improved other features 
one runs on top of GSM network, ran by a body called 
on a standard called CDMA2000 which is 

Limitations of GSM Security have severe consequences to mobile customers
customer privacy can be breached by call eavesdropping. Authentication breach can result in billing fraud, and 
operators exploiting each others’ network to gain competitive advantage are all reasons to strengthen GSM security.
GSM Security is as good as its weakest link. The weakest link 
can be used to mount what is called a false base station attack. At the time when GSM was still new, carrying out 
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 authentication algorithms used in GSM systems have weaknesses that enable attackers to 
break the encryption key in less than one second, breaching customer’s identity and allowing billing fraud and 

rators in a serious legal situation. The advent of 3G UMTS have prompted 
to avoid this serious GSM security weaknesses and develop an authentication guideline example 

called MILENAGE authentication algorithm. The UMTS 3GPP Security specifications will be discussed and how 
the MILENAGE algorithm, which is based on the successful Advanced Encryption Standard (AES) and a variant of 
Rijndael Algorithm, conform to these specifications. A cryptanalysis will be performed to show the a
strengths and weaknesses and hence the strength and weaknesses of 3G communications security as a whole
MILENAGE enable Telecom Operators protect customer’s identity and prevent fraud? This paper will answer this 

the European Telecommunications Standard Institute (ETSI) defined the Universal Mobile 
Telecommunications System (UMTS). UMTS builds on the success of GSM by retaining the security features that 
are needed and improved other features (Boman, Horn, Howard, & Niemi, 2002). The UMTS comes in two flavors, 

ran by a body called 3rd Generation Partnership Project (
 which is based on ANSI-41 standard and ran by 3GPP2. 

Limitations of GSM Security have severe consequences to mobile customers and operators
mer privacy can be breached by call eavesdropping. Authentication breach can result in billing fraud, and 

erators exploiting each others’ network to gain competitive advantage are all reasons to strengthen GSM security.
its weakest link. The weakest link is the over-the-air radio path

can be used to mount what is called a false base station attack. At the time when GSM was still new, carrying out 
such attack was costly but possible, as GSM equipments 
evolved; equipments needed to mount such attacks became 
cheaper.  

GSM Terminology: 
In order to understand GSM and hence UMTS
there are various terms that we need to define describing 
the GSM network (Siddique & Amir
Drahansky, 2008) see figure (1).

Universal Subscriber Identity Module (
smart card with a microprocessor inserted in the Mobile 
Station (MS). The International Mobile Subscriber Identity 
(IMSI) which is a unique number associated with the 
subscriber used for subscriber identification,
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urity specifications will be discussed and how 
the MILENAGE algorithm, which is based on the successful Advanced Encryption Standard (AES) and a variant of 
Rijndael Algorithm, conform to these specifications. A cryptanalysis will be performed to show the algorithm 

G communications security as a whole. Will 
MILENAGE enable Telecom Operators protect customer’s identity and prevent fraud? This paper will answer this 

I) defined the Universal Mobile 
UMTS builds on the success of GSM by retaining the security features that 

UMTS comes in two flavors, 
(3GPP). The other is based 
.  

and operators. Anonymity and 
mer privacy can be breached by call eavesdropping. Authentication breach can result in billing fraud, and 

erators exploiting each others’ network to gain competitive advantage are all reasons to strengthen GSM security. 
air radio path (Air Interface). This link 

can be used to mount what is called a false base station attack. At the time when GSM was still new, carrying out 
such attack was costly but possible, as GSM equipments 

equipments needed to mount such attacks became 

and hence UMTS security, 
we need to define describing 

Amir, 2006) (Bouska & 
). 

Subscriber Identity Module (USIM). It is a 
smart card with a microprocessor inserted in the Mobile 
Station (MS). The International Mobile Subscriber Identity 

which is a unique number associated with the 
subscriber used for subscriber identification, and the128-



bit Authentication Secret Key (Ki) are both stored inside the SIM. 

Public Land Mobile Network (PLMN). PLMN is a network that is providing Mobile services to a Mobile Station 
(MS) or a network that is visited by an MS. A PLMN consists of Base Transceiver Stations (BTS), Base Station 
Controllers (BSC), Mobile Switching Center (MSC), Visitor Location Register (VLR), and Home Location Register 
(HLR). See Figure 1. 

Base Transceiver Station (BTS). Are base stations connected to Base Station Controller (BSC) serving Mobile 
Stations (MS) in a given cell over geographical area. 

Base Station Controller (BSC). BSC controls BTS through Microwave links. BSCs in turn coordinate switching 
activities between BTS and the Mobile Switching Centers (MSC) via microwave or fixed links. 

Mobile Switching Center (MSC). MSCs perform switching functions of the network. It also connects two different 
networks together. 

Visitor Location Register (VLR). Is a database which contains temporary information of MS that are located in a 
given MSC serving an area. 

Home Location Register (HLR).  Is a database which contains semi-permanent MS information. 

Authentication Center (AuC). Is a protected database that store the 128-bit secret shared authentication key Ki, 
and perform authentication process involving the following three authentication components: (1) A 64-bit cipher key 
(Kc) used as a session key for encryption of the over-the-air channel. (2) A 128-bit random challenge (RAND) 
generated by AuC. (3) A 32-bit signed response (SRES) generated by MS and AuC.  

GSM/UMTS Security Overview: 

Anonymity or Subscriber Identity Confidentiality. The heart of the problem of GSM security is that encryption 
algorithms that are developed in secret preventing public scrutiny. It uses the approach of “Security by Obscurity” 
which amounts to no security (Bouska & Drahansky, 2008). Historically, it has been proven that encryption 
algorithms developed in secrecy have major flaws and easily breakable. A good example is the Wireless Equivalent 
Privacy (WEP) encryption algorithm used in IEEE 802.11communications. GSM used a 64-bit cipher key but 
actually the top 10-bits were zeros making it affectively a 54-bit key (Boman, Horn, Howard, & Niemi, 2002). 
Practical attacks such as ciphertext-only attack on A5/2 using personal computers can obtain the correct encryption 
key in less than a second using a Personal Computer (PC) and requiring only the collection of a few dozen 
milliseconds of encrypted off-the-air cellular conversation was introduced in (Barkan, Biham, & Keller, 2003). This 
ciphertext-only attack allows an attacker to tap conversation and decrypt them in real-time. 

UMTS avoided this problem by realizing that a new encryption algorithm needed to be developed such that the 
cryptographic algorithms used for encryption is not done in secrecy and moved towards an open approach to 
algorithm specification allowing peer review and problem avoidance and correction early in the design phase. 3GPP 
have also increased the key length to allow stronger algorithms for encryption and integrity (3GPP-TR33.900, 2001) 

Subscriber Identity Authentication. GSM authentication is a one-way authentication using challenge-response 
protocol. It authenticates MS to the PLMN only, i.e., PLMN are not authenticated. Also when using a GSM smart 
card and roaming between UMTS and GSM network, the GSM SIM will not be protected against the false base 
station attack and it will inherit the GSM authentication weakness (3GPP-TR33.900, 2001). GSM authentication 
uses two cryptographic authentication algorithms, A3 and A8. The latter is a key agreement algorithm. The design 
specifications of these algorithms were not included in the GSM specification, only the external interface of these 
algorithms was specified. Many operators used the example given in the GSM memorandum of understanding 



(MoU) called COMP128 (Barkan, Biham, & Keller, 2003). Later on, these authentication algorithms were easily 
broken by cryptographic attacks prompting 3GPP to introduce guidelines to encryption algorithm, an example 
algorithm called MILENAGE was provided for operators to use but have left operators free to use whatever 
algorithm they chose as long as it comply with the published standard since these algorithms are AuC/USIM specific 
and proprietary to the Home Environment (HE) (3GPP-TR33.900, 2001). UMTS provides mutual authentication 
between the subscriber MS and the serving network (SN) in the form of challenge and response. The difference 
between the GSM authentication and the UMTS authentication is that the former is a one-way authentication, and 
the latter is a two-way authentication. This means that in the case of UMTS, the MS actually authenticate the SN 
and make sure that the SN is “authorized” by the user’s HE. 

Authentication and Key Agreement (AKA). There are three entities involved in the authentication and key 
agreement process. The first entity is the VLR/SGSN sending Authentication data request to the HE/HLR. The 
HE/HLR will in turn generate an “n” ordered array of authentication vector responses to be stored by the 

VLR/SGSN. Each authentication vector consists of 
the following parameters. A Random number RAND, 
an expected response XRES, a cipher key CK, an 
Integrity key IK, and an authentication token AUTN. 
Each authentication vector is good for one use only. 
A VLR/SGSN sends an authentication request 
consisting of RAND and AUTN to the MS. The MS 
will verify the token, and compute a response along 
with a cipher and integrity keys CK and IK. The 
VLR/SGSN compares the received response with the 
expected response, if they match, then the 
authentication process is successful. After successful 
authentication, the CK and the IK will be transferred 
by the USIM to the VLR/SGSN for other ciphering 
entities to use. (3GPP-TS33.102, 2009). UMTS uses 
the following seven cryptographic algorithms for 
AKA:  

     f1: Message Authentication Function used to 
calculate Message Authentication Code (MAC). 
     f1*: Message Authentication Function used to  
calculate MAC-S. 
     f2: Message Authentication Function used to 

     calculate RES and XRES. 
        f3: Key generating function used to compute CK. 
        f4: Key generating function used to compute IK. 
        f5: Key generating function used to compute AK. 
        f5*: Key generating function used to compute AK 
        in re-synchronization procedure. 
        K: is the long-term 128-bit shared secret key         
between the USIM and AuC. 

It is worth noting that the AKA process starts after the 
rrcConnectionRequest which submit the IMSI and MS 
security capabilities over the air interface in clear text 

breaching user identity/location confidentiality (Khan, 

MS VLR/SGSN HE/HLR
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Figure 2: Authentication & Key Agreement. Extract from                  
3GPP-TS33.102 

Figure 3: Generation of Authentication Vector. Extract 
from 3GPP-TS33.102 



Ahmed, & Cheema, 2008). Furthermore, this information (IMSI, Security Capabilities of MS and BTS) is 
susceptible to interception, insertion, and modification when it is transmitted in clear text as in the case before AKA. 
IMSI harvesting can be exploited to launch Denial-of-Service (DoS) attacks against Mobile networks AuC with 
bogus rrcConnectionRequest impersonating a VLR/SGSN. Also note that the same symptom is resembled in case a 
VLR crash or inability to identify the TMSI (Khan, Ahmed, & Cheema, 2008). 

Algorithm Design Criteria. One of the design goals of block ciphers is to use the secret key efficiently. The 
success of this goal is measured by comparing the time complexity of an attack with the time complexity of an 
exhaustive key search which is equal to for a cipher key with length k. If an attack method is found leading to a 
key break in time  where t<k then the cipher is said to be theoretically broken (Niemi & Nyberg, 2003). 3GPP 
have setup generic Algorithm design criteria for the cryptographic functions used in AKA (3GPP-TS35.205, 2008): 

1. The functions f1,f1*,f2,f3,f4,f5,f5* should be indistinguishable from their inputs (RAND||SQN||AMF) and 
RAND except when the secret key is known. 

2. It should be practically impossible to determine any part of the secret key K, or the Operator variant 
algorithm Configuration Field OP by manipulating inputs and examining outputs. 

3. Events violating criteria 1 and 2 above is considered insignificant if the occurrence probability is  or 
approximately  operations or less. 

4. Any events violating criteria 1 and 2 above that occur with a probability of approximately  or 
approximately  operations should be examined carefully to insure that there are no serious consequences 
such as recovery of the secret key K or the ability to emulate the algorithm using large number of future 
inputs. 

5. The design should be built on a well-known structure and avoid unnecessary complexity. 

Algorithm Framework. Using the kernel function  and the functions f1,f1*,f2,f3,f4,f5,f5* the Framework is 
defined as shown in figure 4. Where OPC is derived from the subscriber key K and the Operator Variant Algorithm 
Configuration Field OP. It is up to the Telco to define this operator.  OPC = OP ⊕ E[OP]K . r1,r2,…,r5 are fixed 
rotation constant and c1,c2,…,c5 are fixed addition constants. According to 3GPP algorithm specification (3GPP-
TS35.206, 2008) it is recommended that OPC is calculated outside the USIM card and then stored in the card as 

individual value. This will reduce the complexity of 
the algorithm on the USIM where someone can 
reverse engineer the USIM to determine OP. Even 
with a large number of (  , K) pairs, it would be 
difficult to obtain OP. Regardless, if OP is known 
or not, the algorithm should still be secure. The 
Kernel function  is the result of using a 128-bit 
block cipher called Rijndael on OP using a 128-bit 
K key. Rijndael is an iterated block cipher with a 
variable block and key lengths. The block and key 
length can be independently specified to 128, 192, 
or 256 bits. 

Rijndael Algorithm. Rijndael was selected as a 
candidate for the AES standard and was adopted as 
an encryption standard with worldwide acceptance, 
fulfilling one of the generic requirements of 3GPP. 
Rijndael was selected due to its strong encryption 
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algorithm, effective and fast on several platforms, its suitability for smart card implementations, and Rijndael 
operations are among the easiest to protect against side channel and timing attacks without huge performance 
penalties (3GPP-TR35.909, 2008). 

Even though the usage of Rijndael is not mandatory as a kernel algorithm, it is highly advisable to use a well tested 
cipher as a kernel algorithm to avoid any security weaknesses relating to authentication and key generation. A 128-
bit Rijndael was chosen as a block cipher of choice for the kernel function with 10 rounds consisting of the 
following crypto operations: 

• Rounds 1-9 consists of byte substitution transformation, shift row transformation, mix column 
transformation, and a round key addition. 

• The final round 10 consist of byte transformation, shift row transformation, and round key addition. 

The intention of this paper is not to go into Rijndael details, interested readers are referred to the National Institute 
of Standard and Technology (NIST, 2001).  

Side-Channel Cryptanalysis. Rijndael had went through rigorous cryptanalysis and statistical analysis by the 
Security Architect Group of Experts (SAGE) during the design phases. It was in the design phases where protection 
from differential cryptanalysis techniques such as Differential Power Analysis (DPA) was discussed. DPA is a form 
of side-channel attack where an attacker gains information due to a weak overall implementation leaking the private 
key. It is important to note that such attacks does not exploit weaknesses on the algorithm itself, but rather, it exploit 
specific implementation issues that allow information to leak out such as the private key K (Stamp & Low, 2007).  
There are two forms of side-channel attacks, timing attacks and glitching attacks. A timing attack is based on 
carefully measuring the time for specific cryptographic operations optimizing the processes. For example, Brumley 
and Boneh have shown that in the case of OpenSSL implementation of RSA which uses well known optimization 
mechanisms such as Chinese Reminder, Sliding Window, Montgomery and Karatsuba multiplication is still 
vulnerable to timing attacks and extraction of private key was possible (Brumley & Boneh). 

Investigation of Forgery or Distinguishing Attacks with Queries: 

Collision Attacks Against f1 (or f1*). A collision attack occurs when two messages produces the same hash 
(Swenson, 2008). Since f1 and f1* constructions are merely equivalent to the standard Cipher Block Chaining 
Message Authentication Code (CBC-MAC), an internal CBC-MAC collision attack against f1 (or f1*) or 
combination of functions exists that requires about queries (3GPP-TR35.909, 2008). To understand this, consider 
a set of about (x,t) pairs such as the values of both pair wise distinct. With large probabilities, there exist two 
pairs ( , ) and ( , ) such as the corresponding 128-bit output words ( , ) and ( , ) collide if and only 
if the following condition occurs: 

y' ⊕ c1⊕ rot(t' ⊕ OPC, r1) = y"⊕ c1⊕ rot(t" ⊕ OPC, r1)  y' ⊕ rot(t' ⊕ OPC, r1) = y"⊕ rot(t" ⊕ OPC, r1). 

If we XOR each of the t' and t" values with any δt = δSQN||δAMF||δSQN||δAMF the above condition still holds and 
we have the following property in case of collision: 

 (x', t’ ⊕ δt) = (x", t" ⊕ δt)   (1) 

Note that this collision condition applies to f1 for the simple fact that it is a CBC-MAC function. Since the attack 
requires f1 outputs corresponding to distinct RAND inputs, this attack becomes practically irrelevant in the 
context of 3GPP security requirements. 



Attacks against combinations of f2-f5. For particular values of rotation constants -  and offset constants - , 
there exist possible attacks on combination of the f1-f5* functions which require queries. Given two equal or 
distinct random challenges  and , we say that two of the one-block outputs to are equal, that is: 

( ) = ( ) � rot( , ) ⊕ rot( , ) =  ⊕  ⊕ rot( , ) ⊕  rot( , )  (2) 

We have four cases where simple attack requiring about  queries exists (Niemi & Nyberg, 2003): 

Case 1:  = . There is a large probability that two inputs  and  exists such that ( ) = ( ) and hence a 
forgery attack occurs. It is highly unlikely that this occur if the outputs and  were from two independent 
permutations of x (Niemi & Nyberg, 2003). 

Case 2: - = 64 mod 128, and there is a value v such that  ⊕  = rot(v, ) ⊕ rot(v, ). With - = 64, the set of 
128-bit blocks of the form rot(v, ) ⊕ rot(v, ) represents a 64-dimensional vector subspace of . In such 
case, if we assume that  x inputs corresponding to (x) and (x) outputs are known, then there exists a large 
probability that (x) = (x) for one of these x values. Again, this is highly unlikely if the outputs and  were 
from two independent permutations of x (Niemi & Nyberg, 2003). 

Case 3: = 0. The following forgery attack holds: Assume that  inputs (x,u) and the corresponding outputs 
(x,u) and (x) are given, there is a large probability that , , and  exist such that ( ,u) = ( ). Since 

= 0, we also have ( ,u) = ( ) allowing us to forge ( ) based on our knowledge of ( ,u). Even if we 
only have f1 or f1* as outputs instead of the whole outputs, the forgery will still hold as one can distinguish the 
MILENAGE construction from a random function using about  queries (Niemi & Nyberg, 2003).   

Case 4: = 0 or 64, and there exists two distinct values i, j {2, 3, 4, 5} such that  ⊕  consists of two equal 64-
bit halves and = . In this case, the following forgery attack holds: Assume that  (x,u) inputs corresponding to 

(x,u) and (x) outputs are given, there is a large probability that ,  , and  exist such that ( , ) = 
( ). Replacing the sequence  with = ⊕  ⊕  which have equal halves and constructed from SQN || AMF 

|| SQN || AMF will also result in ( , ) = ( ). Similarly, even if we only have f1 or f1* as outputs instead of 
the whole outputs, the above property will still lead in a distinguishing attack using about  queries (Niemi & 
Nyberg, 2003). 

All the forgery attacks mentioned above require  queries and are impractical to mount. It can be avoided using an 
appropriate selection of rotational and offset constants. Also in two of the cases above, the forgery attacks are 
impossible to mount if outputs and  were from two independent permutations except in case 3 which still holds 
for i = 2 as  = 0. None of the forgery or collision attacks above violate the security requirements put forth by the 
3GPP which can jeopardize the security of the encryption algorithm. We should emphasize here that the collision 
attacks on the f1 (or f1*) is inherited due to the nature of the functions themselves being a mere CBC-MAC 
functions. 

Recommendation to Telecom Operators. From the above MILENAGE specifications, we can see that there are 
various customization options in the standard that is left to Telco Operators to choose, even the Kernel Algorithm, 
Rijndael, can be replaced by another algorithm. Of course these customization options can be a security risk if not 
selected properly. A detailed analysis of the consequence of the selections must be taken into account from security 
and performance perspectives. For example, the selection of offset and rotation parameters (  , ) pairs must be 
unique. It is also recommended that has even parity (The number of ones in its binary representation is even) and 

 -  all have odd parity. This recommendation is to insure that the cryptographic separation between f1-f1* and 
f2-f5* is maintained. Also if AES is used, the operator might want to select rotation values for  that are not 



multiple of eight to improve the security by avoiding the byte-oriented structure of AES. Operators must also keep 
in mind the performance impact of such implementation (Niemi & Nyberg, 2003). It has been confirmed that Saudi 
Telecom (STC) does use Rijndael as a block kernel cipher algorithm with the highest security standards, 

Conclusion. We started this paper by outlining the security history of GSM and how this affected the evolution of 
UMTS security. We defined essential GSM/UMTS network terms used and outlined UMTS security concerns in 
regards to Subscriber Identity and Confidentiality before Authentication and Key Agreement (AKA) takes place. We 
explained the AKA algorithm functions and how the authentication vectors are generated. We also explained the 
algorithm framework used in MILENAGE then we mentioned various cryptanalysis techniques that can exploit 
flaws in implementation of the AKA by incorrectly selecting and assigning values for the Operator Variant 
Algorithm Configuration Field. Finally, we stated safe criteria and recommendation to Telecoms when selecting the 
Operator Variant Algorithm Configuration Field values of the offset and rotational constants. We verified that Saudi 
Telecom (STC) does use this recommended implementation of MILENAGE Algorithm.  
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Services for their support and help.  
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